Irys SECURITY HIGHLIGHTS

Confidential

Enterprise-Grade Security.
Legal-Grade Privacy.

Security designed for the pace and precision of modern legal work. Every layer of Irys is built to protect privileged, regulated
information.

Zero Data Retention

* Your datais yours — we never store or train on it.
¢ Aligned with the strictest privacy ethics, including reviewing applicable bar opinions and ethics guidance.
* No customer inputs used for training, modeling, or analytics of any kind.

End-to-End Encryption

* Data encrypted in transit (TLS 1.2+) and at rest (AES-256).
* SOC 2,I1SO 27001, GDPR, and CCPA-aligned infrastructure.

¢ Hardware security module (HSM)-backed key management.

Audit Trails & Access Logging

¢ Complete, immutable record of access, changes, and activity.

¢ Role-Based Access Control (RBAC) down to matter and document level.
* Searchable, exportable logs for compliance audits and dispute resolution.

Identity & Access Management

¢ Single Sign-On (SSO) via SAML 2.0 and SCIM provisioning.
* Automated user lifecycle management synced to your identity provider.
¢ Granular permissions for multi-tenant enterprise deployments.

Deployment Flexibility

¢ Cloud, Virtual Private Cloud (VPC), or fully on-premise deployment.

¢ Tailored for firms with strict internal IT and compliance requirements.

¢ Customer-dedicated encryption keys available for VPC and on-premise clients.

24/7 Monitoring & Incident Response

¢ Automated threat detection and anomaly alerts around the clock.
* Client notification within 24 hours of confirmed incident. Full post-mortem within 5 business days.
* Proactive vulnerability scanning and patch management.

Security designed for the pace and precision of modern legal work.
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